
FAULT INJECTION FOR THE REAL WORLD
The increasing demand for mission and
business critical applications in aerospace,
industry, defense, telecommunications or
business in general, is posing new challenges
to the software industry in terms of high
availability, reliability, and safety requirements.
Failure of these applications on the field may
have a tremendous financial impact and may
even threaten human lives. Before deploying
such applications and systems, they must be
subject of intensive testing in order to
guarantee that the system and, particularly,
built-in fault-tolerance mechanisms are
working as expected.
Assuring that the system responds
appropriately to unusual or exceptional events
requires more than traditional testing. Fault
Injection is the answer to these new demands.
Fault Injection provides the ability to test
these systems in exceptional situations, that
may however occur in the field, validate
recovery mechanisms in place, experiment
worst failure scenarios, and spot weak-points
in the system, proving feedback for correction
or redesign.
The Xception automated fault-injection
environment is based in an innovative
software-implemented fault injection (SWIFI)
technology that enables wide-coverage,
accurate and flexible validation, evaluation,
and testing of critical software systems.
Xception brings into fault-injection testing
open technologies and standards to provide
a professional environment for handling the
most demanding testing scenarios. The
Xception’s front-end is target-independent

and is built upon technologies such as Java,
SQL, and JDBC, for enabling true portability
and extensive experiment outcome analysis.
The Xception fault-injection kernel is an
ingenious piece of software which
encapsulates the fault injection logic that
inserts accurate faults in the system at run-
-time. Xception features transient one-cycle
faults on the hardware as well as permanent
faults on software and hardware.

A FLEXIBLE ARCHITECTURE
Xception injects faults on the real system, not
on simulation models, instrumented or
otherwise modified versions of your
applications. Moreover, Xception is a 100%
software tool, no additional or custom
hardware is required in your testbed.

AUTOMATED TESTING
Xception controls automated fault injection
from an host computer as shown in the
figure. The host front-end features a GUI for
performing fault definition, experiment
execution and control, outcome collection,
and statistical result analysis. Faults are first
defined interactively through a wizard that
provides guiding to the user/tester and ends
by generating a fault database with possibly
hundreds of thousands of faults.
The fault model is completely defined through
the fault location (where?), fault trigger
(when?), fault type (how?) and fault duration
(for how long?). Following the definition of
the fault database, the tester may specify
which workloads to run in the target (real
or synthetic) and simply start an unattended

fault injection experiment. In each fault
injection run of the target system, the system
is booted, workloads started, a fault from the
database injected, and results collected and
archived in an SQL relational database for
later detailed analysis. The target system is
then reset to proceed to the subsequent Fault
Injection Run from a clean state.
Using an open-standard such as SQL enables
the user to make the most of the immense
quantities of data that may be collected by
Xception. The user may, for instance, execute
SQL queries that join fault parameters, errors
detected, and even target processor contexts
before and after injection to track the most
intriguing, unexpected and critical results.
The Xception GUI front-end running in the
host is 100% developed in Java and may be
seamlessly installed in existing testbed hosts.
New target architectures are integrated in the
front-end using Java plug-in modules that
encapsulate new processor architectures, or
new system hardware devices.
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MINIMUM INTRUSIVENESS
The Xception’s fault–injection kernel installed
in the target system has a small memory
footprint and operates at the low exception
handling level. Xception ingeniously uses
built-in processor features such as breakpoint,
time, and performance monitoring resources,
or built-in programmable features of other
system components to provide fault triggers
and insert faults with minimum intrusiveness.
The fault-injection kernel sits still during
normal system operation thus not interfering
with the system, that runs at full-speed. When
a fault is triggered, Xception interrupts the
system for a few clock cycles, inserts the fault,
and resumes the system.

ACCURACY
Xception injects faults in processor internal
functional units, memory, and in general in
any device accessible to system software.
Locations in the processor include Integer
Unit (IU), Floating Point Unit (FPU), Memory
Management Unit (MMU), Data Bus (DB),
Address Bus (AB), General Purpose Registers
(GPR), Branch Processing Unit (BPU), and
memory. Other devices such as ASIC’s or
standard logic, as long as  accessible by the
processor, may also be subject to fault injection.
The modular Xception kernel approach
enables the seamless introduction of new
plug-ins for supporting new hardware devices.
Our support team is available to assess your
proprietary or system specific devices in order
to develop custom fault–injection plug-ins
that match your needs.

FLEXIBILITY
The software nature of Xception brings several
advantages concerning traditional fault
injection processes, namely:
· No risk of damaging the target system
· No risk of physical interferences
· No source-code instrumentation
· No need for application source code
· Affect both user and kernel level code
· High portability
· Low cost

SYSTEMS SUPPORTED
The diversity of mission/business critical
system architectures is immense, ranging
from real-time embedded systems, high-
availability business servers, to communication
equipment and parallel systems.
Presently, Xception has been implemented
on single processor as well as in parallel
systems, using processor architectures such
as the PowerPC and Pentium.
Our customers’ operating systems range from
the desktop Windows NT, to parallel operating
systems and real-time kernels such as with
our NASA’s JPL deployment. Xception has
the advantage of being highly portable due
to its software-only and modular approach.
This makes Xception appropriate for
projects/systems where time-to-market is of
utmost importance.
Critical Software will be pleased to perform
a preliminary assessment of your particular
system architecture and design/setup a fault-
injection testbed that suits your needs.

ABOUT THE COMPANY …
Critical Software is a software company
founded in 1998 and currently co-located
in the EU (Coimbra, Portugal) and the US
(San Jose, CA). The company’s mission is to
develop software technologies and solutions
for mission and business critical systems and
provide engineering and consulting services
on dependability. To accomplish this vision,
Critical Software brings in the experience of
many years working in the field of fault-
tolerance and fault-injection, and the expertise
of a qualified team, including many Phd’s
and Msc’s.
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